
Description
Legacy systems are systems that are no longer 
supported by their vendors, and can include older 
Linux® or Windows® operating systems, Ovation® 
version 2.3 and older, and similar systems. The 
unsupported nature of these systems means that 
it may not be technically feasible to implement the 
regulatory guide’s controls as they are currently 
written.
The regulatory guides allow alternate controls for 
unsupported systems to be used in place of the 
original controls in cases where it is not technically 
feasible or safe to implement the original control 
due to the nature of the system. Any alternate 
controls must provide at least the same amount 
of protection against the intended threat vector as 
the original control. Westinghouse cyber security 
professionals are experienced with implementing 
alternate controls to meet the guidance of  
RG 5.71 and NEI 08-09. Such alternate controls 
may include system hardening, patching, firewalls, 
implementing data diodes or other physical 
security measures.
Using the Westinghouse lab environment, legacy 
systems can be tested and assessed to verify 
compliance with NEI 08-09 or RG 5.71 controls, 
test patch updates and determine other alternate 
solutions, which may include additional cyber 
security devices and services. Additionally, 
customized policies and procedures can be written 
that support implementing and maintaining the 
alternate controls for legacy systems to provide 
ongoing compliance once an alternate control has 
been implemented.

Background
As technology continuously develops and 
changes, vendor companies typically phase out 
support for the older versions of software, even 
though they are still widely used. In nuclear 
power plants, those unsupported systems are still 
required to comply with the regulations that stem 
from 10 CFR 73.54, “Protection of digital computer 
and communication systems and networks.” 
Guidelines for meeting this regulation can be 
found in the Nuclear Regulatory Commission 
Regulatory Guide (RG) 5.71 and the Nuclear 
Energy Institute (NEI) 08-09 documents. 
While it is not recommended that legacy systems 
are maintained, due to the security implications of 
unsupported systems, many nuclear facilities still 
operate while using older systems. These systems 
may be more vulnerable than current systems 
due to the termination of vendor support. Since 
these older systems may not be able to implement 
the controls in RG 5.71 or NEI 08-09, but are still 
required to be secured, alternate controls must be 
implemented to become compliant with 10 CFR 
73.54.
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Benefits
Experience – Westinghouse has experience implementing 
alternate controls for legacy systems and can assess 
legacy systems to implement appropriate and fully 
compensating alternate controls.
Knowledge of Older Systems – Through its long-
term association with Emerson Process Management, 
Westinghouse is the industry Ovation expert, capable 
of investigating the use of, and implementing alternate 
controls on, legacy Ovation and Westinghouse Distributed 
Processing Family systems (Ovation 2.3 and older).
Solution Verification – Beyond implementation, 
Westinghouse can verify that the original intent of the 
control is met, that the alternate provides at least the 
same level of protection as the original control, and that 
the policies and procedures are in place to maintain the 
alternate control.

Linux, Ovation and Windows are trademarks or registered trademarks 
of their respective owners. Other names may be trademarks of their 
respective owners.


